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Facebook, Twitter, LinkedIn, Snapchat … 
the list goes on and on of different social 
media opportunities. It seems like every-
one is on social media, so it makes sense 
that healthcare providers would be, too. 
According to market research company 
Statista, 78 percent of Americans in 2016 
have a social media profile. There is a lot 
of information out there about why you 
as a healthcare provider shouldn’t be on 
social media, but what are some of the 
reasons you should be? And, what liability 

coverages are available to protect your so-
cial media presence? 

Social media is a way to market or pro-
mote yourself. You can manage how you 
are perceived online and give yourself a 
strong presence in your community by 
being a valuable resource for health in-
formation. This means you can reach 
hundreds of potential patients and other 
professionals in your same field, and your 
audience will grow over time! According 

to the National Research Corporation, 
45 percent of healthcare consumers have 
viewed information online.

What better way to make sure your pa-
tients are getting correct information than 
putting it out there yourself? People read 
information online about their health, 
wading through a vast amount of informa-
tion. If a physician has a Facebook page, 
he can add links from credible sources 
on health education, specific diseases, or 
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simply general health education. A clinic 
could refer patients to its Facebook page 
for more information about their specif-
ic condition; however, it is never a good 
practice to offer specific medical advice 
to patients over the internet. Moreover, 
MACM policies exclude coverage for ren-
dering services by means of a website.

Another way physicians and other health-
care providers can benefit from social 
media is by connecting to each other. By 
connecting online, physicians are learn-
ing from each other and sharing their 
experiences. The latest medical news and 
research can be found on social media. It 
can be a valuable learning and research 
tool. 

While there are many benefits, physi-
cians don’t want to open themselves up 
to a lawsuit for something they post on 
social media. So, what can happen?  Here 
are some examples of actual claims from 
the files of NAS Insurance, the carrier that 
provides coverage options for MACM In-

surance Services, Inc. None of these ex-
amples occurred in Mississippi.

If you decide to develop an online pres-
ence for your practice, please consult a 
healthcare attorney for advice. Many phy-
sicians are reluctant to use social media 
due to the threat of lawsuits, lack of time, 
or being resistant to change; however, 
with proper legal advice and the cover-
ages available through MACM Insurance 
Services, Inc., an online presence is just 
one more way to market your services 
and educate the community.

Each situation is different, but if a claim 
were to arise from an alleged HIPAA 
breach, coverage would be considered 
under the eMD™ Cyber Liability policy 
which is provided at no charge to MACM 
insureds. The limit of liability is $100,000. 
Excess limits may be purchased for a 
nominal amount through MACM Insur-
ance Services.



The scenarios are examples of the 
types of claims and associated costs 
commonly seen and do not represent 
a comprehensive explanation of any 
one particular claim. While the sub-
ject coverage is designed to address 
certain risks and associated costs, 
coverage may not be available in all 
circumstances. Each reported claim 
will be evaluated on a case-by-case 
basis. The actual policy or endorse-
ment language should be referenced 
to determine coverage applicabili-
ty and availability. Nothing in this 
article is intended to establish the 
standard of care for a healthcare 
practitioner in Mississippi.

Physician Tweeting About Specific 
ER Patients without Consent
A state medical board received a complaint 
that the insured, an ER physician in a small 
town, tweeted about specific ER patients 
without their knowledge or consent over a 
period of nine months. The medical board 
initiated an investigation into whether the 
insured’s actions constituted 1) a breach of 
doctor/patient confidentiality; 2) violation 
of laws connected with practice; and/or 3) 
unprofessional conduct. 

The insured does not dispute that he 
tweeted from the ER; however, the insured 
does dispute that the tweets included any 
identifiable information about patients. 
Some of the tweets included comments 
about the insured’s interactions with the 
patients, pictures of x-rays and cropped 
images of notes from unidentified individ-
uals. Nonetheless, the medical board initi-
ated a formal investigation into the matter, 
and the insured was required to submit a 
further response. Eventually, the medical 
board dismissed the matter because it was 
not able to prove that a violation occurred. 
Legal fees totaled $5,000. 

Physician Argues with Patient about 
Treatment via Online Forum 
The insured, a neurosurgeon, treated the 
claimant for various neurological prob-
lems. Although the treatments were suc-
cessful, the claimant was unhappy with the 
insured’s office staff and the amount for 
which she was billed. The claimant joined 
a forum and began posting negative com-
ments about the insured’s billing practices, 
office staff, and effectiveness of care. The 
claimant’s posts included extensive details 
about her medical condition and person-
al history, including her diagnosis. She 
also provided comprehensive summaries 
of her medical care preceding treatment 
with the insured. The claimant’s postings 
came to the attention of the insured, who 
became upset about the postings. The 
insured responded to the posts by refut-
ing certain points made in the claimant’s 

posts. The insured did not disclose any 
new information about the claimant, but 
merely used the facts that the claimant had 
already disclosed. 

The claimant filed a lawsuit against the in-
sured alleging, among other things, inva-
sion of privacy. The matter was mediated, 
and the parties agreed to a substantial set-
tlement. Legal fees totaled $15,000. 

Post-Surgical Pictures Posted on 
Instagram
The insured, a board certified plastic sur-
geon, performed a successful buttocks 
augmentation on the claimant. Approxi-
mately eight months after the procedure, 
the claimant sent a Facebook message 
to the insured expressing that she was 
extremely pleased with the results. The 
claimant also included a picture of her-
self with the message. In response, the 
insured’s marketing manager asked the 
claimant for permission to post the pic-
ture on Instagram. Claimant consented 
via Facebook message to the posting and 
asked the insured to tag her on the image. 

Approximately one to two hours after 
the picture was posted on Instagram, the 
claimant contacted the insured’s office and 
asked that her picture be removed from 
Instagram. People were posting unfavor-
able comments about the picture. The 
picture was immediately removed, but 
claimant’s attorney sent a demand letter 
shortly thereafter nonetheless. The claim-
ant alleged that the insured violated her 
rights to privacy and of publicity, was neg-
ligent, breached his fiduciary duty to her, 
breached his contract with her, and inflict-
ed emotional distress. 

Counsel determined that while the claim-
ant’s case was weak, the authorization sent 
by the claimant via Facebook message did 
not include all of the elements required by 
HIPAA. The insured agreed to settle the 
matter for an undisclosed amount. Legal 
fees totaled $10,000. 
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ARE YOU SURE YOU HAVE 
ENOUGH COVERAGE? 

Healthcare tops the list of the most 

cyber attacked industries...
- Forbes May 13, 2016

...stolen PHI (protected health 

information) is worth 10 to 

20 times more than a credit 

card number...

– Reuters, September 24, 2014

Cyber attacks are a growing threat for medical practices and happen more often than 
you think. Who is doing this? How? Why? Even more important, how would a cyber 
attack affect you, your practice and, most of all, your patients?

In partnership with NAS Insurance Services, LLC, (NAS), Medical Assurance Compa-
ny of Mississippi already provides you with $100,000 limit of liability for data and pri-
vacy breaches to help in the event of a cyber attack. But, have you considered increasing 
your e-MD™ coverage to limits of $1,000,000? The cost is reasonable for the peace of 
mind. Consider the following quotes (all subject to review of an application). 

CLICK HERE FOR AN APPLICATION

Number of Physicians Estimated Premium 
Solo Practitioner $414

3 $560

5 $866

6 $1,268

Quotes for larger clinics are also available.

For a physician in private 
practice, an additional 

$414 for extra protection 
is a wise investment.


